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Web Manual 
This Guide is intended  for network  managers familiar with  IT concepts  and network 
terminologies. No part of this document may be reproduced or transmitted in any form or by 
any means without prior written consent of COMMANDO Networks Ltd.  

 
Trademarks and Permissions 
COMMANDO Networks trademarks are trademarks of COMMANDO Networks Ltd. The 
COMMANDO trademarks, service marks ("Marks") and other COMMANDO trademarks are the 
property of COMMANDO Networks. COMMANDO AIR-AP3000AX products are trademarks  or 
registered trademarks of COMMANDO Networks Ltd. You are not permitted to use these Marks 
without the prior written consent of COMMANDO Networks. All  other trademarks  and trade  
names mentioned in this document are the property of their respective holders.  

 
Notice 
The purchased products, services and features are stipulated by the contract made 
between COMMANDO Networks and the customer. All or part of the products, services 
and features described  in this document  may not be within  the purchase scope  or the 
usage scope. Unless otherwise specified in the contract, all statements, information, and 
recommendations in this document  are provided "AS IS" without  warranties, guarantees or 
representations  of any kind, either express or implied.  
The information in this document is subjec t to change without notice. Every effort has been 
made in the preparation  of this document  to ensure accuracy  of the contents,  but all 
statements, information, and recommendations in this document do not constitute a 
warranty of any kind, express or implied. 
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Overview 
 
COMMANDO AirX Wireless AIR-AP3000AX is Cloud based, enterprise-class wall/ceiling indoor 
(802.11ax) Wi-Fi 6 wireless access point which works in standalone, FAT mode as well as Controller 
based FIT mode of operation and provides wireless users with speed u p to 2976Mbps with advanced 
Wi-Fi 6 Technology. It comes with dual band, equipped with separate 1Gbps WAN port & 1Gbps LAN 
port. It supports 2x2 MU -MIMO and provides data rate up to 2976Mbps for wireless users and 
supports concurrent 70 wireless clients wi th simultaneous upload or download of multiple packets at 
same time which enhances the sharing of files, photo, audio, video, and gaming experience over 
wireless network.  
 
It supports Seamless Roaming, OFDMA, 1024-QAM, narrower sub-carrier spacing and lon ger symbol 
time which improves the stability and data processing efficiency. It can provide powerful wireless 
coverage to enterprise environments such as small, medium, and large enterprises, university 
campuses, concert venues, gymnasium, etc.It is powerf ul, long range & advance Wi-Fi 6 wall/ceiling 
indoor Access Point supports range of 20meters and above in all direction depending on surrounding 
conditions with up to 20dBm transmit power for 2.4G, 19dBm transmit Power for 5G.  
 
It is industrial grade Ceiling IEEE 802.3af/at 48V PoE/PoE+ standard, install at every place to work as 
an stable base station for access users. It is equipped with separate backward compatible 
10/100/1000Mbps Ethernet WAN and 10/100/1000Mbps LAN port. It supports (IEEE 802.3af/at) 
PoE/PoE+, which helps in easy installation by eliminating the need of a dedicated power source and 
need of a power adapter. It can identify and determine the correct transmission speed and half/full 
duplex mode of the attached devices. It also supports sta ndard Auto -MDI/MDI-X that can detect the 
type of connection to any Ethernet device without requiring special straight or crossover cables, 
Store-and-Forward forwarding scheme to ensure low latency and high data integrity.  

It can install at every place to work as a stable base station for wireless users.  
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Fig 1. Physical port  & Description on AIR-AP3000AX 

 
Table 1. Physical port  on AIR-AP3000AX Description. 

 
Physical Port Description 

Reset Reset Button, makes AP revert to default  settings after pressing for 15sec. 

WAN/PoE WAN Port, connect  with  PoE+. 

LAN Dedicated LAN Port 

DC DC input  power  12V, 1.5 A. 

 
 
 
Lightning-Fast AX3000 WiFi 6 Speeds 
 
New-era business WiFi 6 with speeds up to 2976 Mbps brings more than twice the speed of WiFi 5. 
Every application feels more fluid with drastically improved WiFi speeds with 1024 QAM with 25% 
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more data encoded at one time. Long OFDM Symbol able to achieve 11% faster speed with 160MHz 
Channel Width. It also supports double the data at peak transmission times on a single stream.  
 

 
Fig 2. AIR-AP3000AX advantage  
 
Important Note:  Access IP for AIR-AP3000AX is 192.168.188.251 and default password is 
commando .  

Recommended:  It is required to delete browser history before taking access of device as it can give 
catch pages error for access of device.  

 
It supports  three operational  modes FIT, FAT & FAT Routing operation  mode. In FIT mode, AP works 
with the RouteX Controller and all configuration is centrally managed by  controller. In FAT mode, 
AP can use WEBGUI and configure standalone AP. In FAT routing mode can also work as gateway 
alone with standalone AP operation (Default  mode is FIT-AP mode). It supports up to 80 wireless 
users/clients & supports distance  of 20 meters and above from AP in all directions for wireless 
clients. It is industrial grade Wall/Ceiling Outdoor Access Point with speed up to 3000Mbps which 
enhances the sharing of files, photo, audio, vid eo and gaming experience over wireless network. It 
can also be used as DHCP server and works as layer 3 device when configured  in FAT-Routing 
mode. It supports  (IEEE 803.3af/802.3at) PoE/PoE+, which helps in easy installation by eliminating 
the need of a dedicated  power  source and need of a power  adapter.  It can identify and 
determine the correct transmission speed and half/full duplex mode of the attached devices. It also 
supports standard Auto -MDI/MDI-X that can detect the type of connection to any Ether net device 
without requiring special straight or crossover cables,  
You can access and manage AIR-AP3000AX using the Web based GUI (Graphical User Interface) , 
also called WEB-GUI interface. 
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Introduction  
 
It supports FIT/FAT operation mode. In FIT mode, AP works with the RouteX Series controller and all 
configuration is centrally managed by controller. In FAT mode, AP can use WEBGUI and configure 
AP and routing mode. Default mode is FIT mode. COMMANDO AirX AIR-AP3000AX is dual radio Wi-
Fi 6 Cloud Indoor Access Point. It works in standalone as well as Controller-based mode. RouteX 
Series Controller enables communication between wireless users with speed up to 3000Mbps with 
advanced Wi-Fi 6, OFDMA technology with built -in 2dBi FPC dual band MIMO Antenna. It is 
standalone device, comes with dual band with 2.4GHz (600Mbps 11ax 2x2) + 5GHz (2400Mbps 
3x3), equipped with separate 1G WAN ports and LAN ports. The supports MU -MIMO and DL/UL-
OFDMA modulation with 80 end  users. These multiple users can upload or download multiple 
packets at the same time.   

It is powerful, long range & advance Wi-Fi 6 wall/ceiling indoor Access Point supports range of 
20meters and above in all direction depending on surrounding conditions  with up to 20dBm 
transmit power for 2.4G, 19dBm transmit Power for 5G. It is industrial grade Ceiling IEEE 802.3af/at 
48V PoE/PoE+ standard, install at every place to work as an stable base station for access users.It is 
equipped with separate backward co mpatible 10/100/1000Mbps Ethernet WAN and 
10/100/1000Mbps LAN port.  
 
It can install at every place to work as a stable base station for wireless users. Its ceiling -mounted 
design, integrated Ethernet interface, and sleek appearance make it easy to deploy, and it can be 
seamlessly integrated into the ceiling or wall without disrupting the overall interior design layout. It is 
an ideal choice for wireless access in large -scale, low-density, high-bandwidth environments. It 
supports (IEEE 802.3af/at) PoE/PoE+, which helps in easy installation by eliminating the need of a 
dedicated power source and need of a power adapter. It can identify and determine the correct 
transmission speed and half/full duplex mode of the attached devices. It also supports standard 
Auto-MDI/MDI-X that can detect the type of connection to any Ethernet device without requiring 
special straight or crossover cables, Store -and-Forward forwarding scheme to ensure low latency 
and high data integrity.   
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1. COMMANDO AIR-AP3000AX FAT mode works as autonomous / standalone  

 

How to take access of COMMANDO AIR-AP3000AX? 
 
1) Wired access Via LAN port  connected  to PC. (Method-1) 

 
Power ON AIR-AP3000AX either by PoE/PoE+ switch  or 12V, 1.5A adapter. Connect LAN port of  
AIR-AP3000AX to PC via RJ-45 cable.  
Open Network and sharing enter. Go to Change adapter settings .  
 

 
Double click on Local Area Connection. Go to Properties. Double click on Internet Protocol  Version 4 
(TCP/IPv4) option and set any IP address form 192.168.188.1 to 250 and Gateway of PC to be set as 
192.168.188.251 to as shown below.  
 

Fig 1. IP setting in PC connected  to AIR-AP3000AX 
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Important Note: Clear browser history to mitigate cache web pages issue.  
 
Open Browser and give IP address 192.168.188.251. 
 

 

Fig 2. Access  page of AIR-AP3000AX 
 

Note: By default password is commando. Please password changed as per user requirement.  
 

2) Wireless access Via SSID connected  to PC. 
 
Power ON AIR-AP3000AX. 
Connect  Default SSID named Ʈ2.4G_defaultƯ or Ʈ5G_defaultƯ with  no default  WiFi Password 
required. It is open to all by default.  

 

Click on properties  of connected  SSID Ʈ2.4G_defaultƯ or Ʈ5G_defaultƯ. 

Edit IP setting from DHCP to Manual and set any IP address form 192.168.188.1 to 250  and 
Gateway of PC to be set as 192.168.188.251 to as shown below.  
Note:All Default SSID and password  can be changed  as per user requirement.  
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Fig 3. Default Open SSID of AIR-AP3000AX 
 

 
Fig 4. Edit IP setting from DHCP to Manual as shown for  2.4G_default 

 
Open any web browser like Chrome/Firefox/Internet Explorer/Opera etc and enter default IP 
address 192.168.188.251 in address field. 

 
Caution: If you have already taken any Other COMMANDO wireless device access. Then before 
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taking access of this device, you are required to clean the browser history to avoid catch pages 
issue. 
 

Important Note:  If you reset it by pressing Reset button to factory reset then access page will come in 
Chinese language.  

 
Fig 5. Login page for AIR-AP3000AX Page 
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Fig 6. To change  Login Language to English for AIR-AP3000AX Page 
 

 
Fig 7.  Login for AIR-AP3000AX Page 
 
Note: By default password is commando.  
This password can be changed as per user requirement.  
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Fig 8. Login page for AIR-AP3000AX Page 
 

After getting this page select mode  for operation for AIR -AP3000AX 
 

1. FIT Mode: Default mode of operation and works with RouteX Controller.  
 
2. FAT-Routing mode: Select this mode to be managed AP to be connected to the AP LAN for 

management. When using the whole network management function, the AP mode should be 
switched to FAT-routing mode or FAT-AP mode, and the superior equipment should turn off the 
AC management function.  

 
3. FAT-AP mode: There is no limit to selecting the AP connection interface in this mode. The managed 

device is set wireless  in  Wi-Fi settings, and separate SSID setting is not supported. 
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Fig 9. Selection of FAT mode of operation for AIR-AP3000AX Page 
 

 
Fig 10. Selected of FAT-AP mode of operation  for AIR-AP3000AX Page 
 

After selecting mode save and confirm.  
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Fig 11. Switching FAT-AP mode of operation  for AIR-AP3000AX Page 
 

Note: Enter the Password commando  
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Fig 12. Switching FAT-AP mode of operation  for AIR-AP3000AX Page 
 
Very important to understand that if you are connecting WAN with DHCP setting on other 
router/gateway/ device then the default IP 1 92.168.188.251 will be changed to IP got from DHCP server 
due to following default setting in COMMANDO AP.  
 

 

Fig 13. WAN setting in  FAT-AP mode of operation  for AIR-AP3000AX Page 
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Fig 14. New IP for WAN from  DHCP  Page 
 

Now this default IP  192.168.188.251 will not work and taken over by new IP  192.168.0.12 provided by 
DHCP server providing internet.  
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Fig 15. New DHCP IP on WAN port access page AIR-AP3000AX Page 
 

 
Fig 16. Access  of AIR-AP3000AX Page 
 

Common issues faced While access of AP3000AX access of device. This is due to Web page 
Browsing history issue. 
Problem faced Ex-1: After changing the mode to FAT AP menu not shown.  
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Fig 17. Access  of AIR-AP3000AX in FAT AP mode browsing history error Page 
 

 
Fig 18.  History of Web pages  error Page 
 

 
Fig 19.  Delete History of Web pages  for all times  Page 
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1. System overview 
After login, System overview page will be showed. This page will show Information like WAN 
connection status, number of user connected, Device name, IP address to access, firmware, 
hardware  like CPU and memory status, RF channel and bandwidth  in 2G/5G Wi-Fi along with 
interface  information  can help to troubleshoot  network  issue, if any very easily. 
 
For System overview page click  on System overview to display page information. 
 

 
Fig 1.1 Home page Components  of AIR-AP3000AX Page
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Configuration with  icons 
On right corner there are easy to configure  icons which  allows to upgrade, device reboot, 
Reset to factory default, passwords and sign out along with Language setting for display pages.  

 
Fig 1.2 Configuration with  icons in AIR-AP3000AX Page 

 
Version Upgrade: 
Displays the current  configuration  version of the AP and allows Automatic  Updates. 

 
Fig 1.3 Upgrade icons in AIR-AP3000AX Page
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Upgrade Version: Displays the current  Configuration version is latest or not and Auto Upgrade 
option you can upgrade firmware to get more functions and better performance.  

 
Note: 

1. After upgrading,  the device will reboot  automatically. 
2. To avoid damage  to device, please don't  turn off the device while upgrading.  
3. It is advised to backup  the configuration  before upgrading.  

 
For Version upgrade  click  on upgrade  icons. 

 
Fig 1.4 Version Checking in AIR-AP3000AX Page 
 
Reboot / Reset to factory default  Icon: 
 
The configuration  will not be lost after rebooting.  The Internet connection  will be temporarily 
interrupted while rebooting.  
 
For Reboot, Click on Device reboot 
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Fig 1.5 Device restart and Restore option  in AIR-AP3000AX Page 
 

 
Fig 1.6 Restart option  in AIR-AP3000AX Page 
 
Restore Factory 
Restore configuration feature allow end users to reset the AP to factory default settings, You can  
restore the AP to its factory default  settings by the Reset button or by factory reset option in this 
page. It must be noted that once the AP is reset, all the current configuration  settings will be lost. 
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Fig 1.7 Reset option  in AIR-AP3000AX Page 
 
Password Setting: 
On this page, you can modify the factory default username of the AP and create multiple new 
password 

 
Note: 
The factory default  password  is commando . 
You can modify default  password. The Password length minimum  8 and maximum  64 
characters, and can contain letters, numbers, special symbols as per  user. All the fields are case-
sensitive. 
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Fig 1.8 Password Setting option  in AIR-AP3000AX Page 
 

 
Fig 1.9 Login Setting option  in AIR-AP3000AX Page 
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Fig 1.10 Login Setting as per user in AIR-AP3000AX Page 
 

 
Fig 1.11 Login Setting as per new password  in AIR-AP3000AX Page 
 
Sign Out: 
Sign out means to end access of device. Sign out informs the device that the current  user 
wishes to end the login session. After Clicking Sign Out, it will be directed  to Login page. 
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Fig 1.12 Sign Out Setting in AIR-AP3000AX Page 
 

 

Fig 1.13 After Sign out AIR-AP3000AX Page 
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Language Options: 

Helps to select language as per choice  of user. 

 

 
Fig 1.14 Language Option in AIR-AP3000AX Page 
 

Note:  Default language setting is English. After Factory reset Default language is Chinese which can 
be changed to English.  
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1.1 WAN Information 
In WAN Information of AP, Status of WAN connection  along with  device name, uptime  and the 
Rate status in bits/second is displayed of the AP is shown. 

 
Fig 1.1.1 WAN Status of AIR-AP3000AX 
 

1.2 User Information 
You can view User Information like how many wireless clients and their categories like Online 
user with Normal range or weak signal  users which are connected to AP.  

 
Fig 1.1.2 Device Description of AIR-AP3000AX
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1.3 Device Information 
Device information show Equipment name default Equipment name is COMMANDO, Device model 
name AIR-AP3000AX, current IP address by default  192.168.188.251 can change as per user 
requirement and also device MAC address along with software current firmware version.  

 

 
Fig 1.1.3 Device Information of AIR-AP3000AX 
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1.4 Hardware information: 
Hardware information  shows CPU and Memory usage percentage.  
 

 
Fig 1.1.4 Hardware information  of AIR-AP3000AX 
 

1.5 RF information  
In RF Information shows 2.4G and 5G channel used either manual or auto along with channel 
bandwidth used 20/40/80 MHz with Channel utilization rate, Channel noise floor in dbm with  Signal 
strength. 

 
Fig 1.5.1 RF information  for 2.4G of AIR-AP3000AX 
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Fig 1.5.2 RF information  for 5G of AIR-AP3000AX 
 

1.6 Interface Information 
Displays the current enabled WAN, LAN port(s). All Interface Status automatically refresh in 5 sec 
intervals. Green means active and red means inactive.  
 

 
Fig 1.6.1 Interface Status of AIR-AP3000AX 
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Fig 1.6.2 Physical connection  of AIR-AP3000AX 

 
Important  Note: 
1. In FIT mode, we  can set basic setting and can not set port, WiFi, User and System Setting. 
2. In FAT mode, we can set all including  port, WiFi, User and System Setting. 
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2. Ports settings 
In port setting we can set Access method like DHCP or Manual static IP address along with  subnet 
mask and default gateway. We can also set DNS manually with Preferred DNS and Alternative DNS. 

 
For Changing port  setting click  on Ports setting 

 
Fig 2.1 Port Setting of AIR-AP3000AX 
 



36 
© 2026 COMMANDO Networks Pvt Ltd. All rights reserved. 

 

 

 
Fig 2.2 Default Port Setting DHCP of AIR-AP3000AX 
 

 
Fig 2.3 Port Setting DHCP of AIR-AP3000AX 
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Fig 2.4 Port Setting DNS of AIR-AP3000AX
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3. Wi-Fi Settings 

In WiFi setting you can set the 2.4G/5G WiFi SSID and RF setting and Advanced settings. 

 
1.1 SSID Settings 

 
We can set 2.4G/5G WiFi with Basic Setting along with SSID setting. You can enable or disable WiFi 
by 
WiFi Operating Status (Disable): On mean SSID is available for wireless clients. WiFi Operating Status 
(Enable): Off mean SSID not available. 

 
Note: 
1. By default  Basic WiFi SSID Ʈ2.4G_defaultƯ and Ʈ5G_defaultƯ is turned ON. 
2. By default no Password/authentication is required to connect to SSID. For Changing SSID 

parameters Click on WiFi Setting> SSID Setting 

 
Fig 3.1.1 Default WiFi of AIR-AP3000AX 
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Fig 3.1.2 Default 2.4G WiFi enable of AIR-AP3000AX 

 
How to change SSID (Wi-Fi Name)? 
For changing  SSID name and parameters, Click on WIFI Setting>>SSID Setting>>Edit. 
In SSID Setting, various parameters  like SSID name, Security type either Open, WPA-PSK, WPA2- 
PSK, WPA3- PSK, WPA-PSK+WPA2-PSK, WPA2-PSK+WPA3-PSK can be set. You can also set SSID 
VLAN and can also rate limit of Uplink speed limit and Downstream speed limit in KB/s . You can 
Hide SSID or configure Guest mode which Prohibit mutual visits and access to wired.  
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Fig 3.1.3 SSID Setting of AIR-AP3000AX 
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Fig 3.1.4 Setting security for AIR-AP3000AX 
 

 
Fig 3.1.5 2.4G_default WiFi with  security setting WPA-PSK+WPA2-PSK AIR-AP3000
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Fig 3.1.6 2.4G_default access with  security setting to Wireless clients of AIR-AP3000AX 
 

 
Fig 3.1.7 Enabling 2.4G VAP of AIR-AP3000AX
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Fig 3.1.8 Setting 2.4G VAP 1 SSID and parameters  of AIR-AP3000AX 

 
Important  Note: You can create SSID WiFi password  as per your choice  but wireless clients can 
connect  only after enabling SSID. 
 

 
Fig 3.1.9 Wireless VAP 1 created  in AIR-AP3000AX 
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Fig 3.1.10 Enabling 2G WiFi VAP 2 of AIR-AP3000AX 
 
 
Note: You can have Multi SSID up to 8 (4 in 2.4G band and 4 in 5G band) configured on AIR-
AP3000AX. All created SSID will use same channel in 2G and 5G band and channel width as set  in 
for band SSID. For each Virtual Access Point ( VAP) can set different name, encryption and 
password. 
 

 
Fig 3.1.11 Enabling 2G WiFi Network1 of AIR-AP3000AX
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Fig 3.1.12 2G WiFi Network1 available for wireless clients AIR-AP3000AX 
 

 
Fig 3.1.13 Default 5G WiFi SSID of AIR-AP3000AX 
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Fig 3.1.14 Default 5G WiFi SSID available for WiFi Clients of AIR-AP3000AX 
 

 
Fig 3.1.15 Edit 5G WiFi SSID setting of AIR-AP3000AX 
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Fig 3.1.16 Setting 5G New SSID of AIR-AP3000AX 
 

 
Fig 3.1.17 Setting VAP New SSID in 5G band of AIR-AP3000A
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Fig 3.1.18 VAP New SSID available for wireless clients in 5G band of AIR-AP3000AX 

 
RF settings: 
It provides an automatic power and channel adjustment function with Dynamic Frequency 
Selection (DFS) which makes channel allocation scheme specified for wireless LAN, in 2.4G and 5G 
Wi-Fi. It is designed to prevent electromagnetic interference to ensures particular RF detection 
and management algorithms to attain a better RF coverage effect. When the signals of one AP is 
interfering with by strong external signals, the AP may autom atically switch to an appropriate 
channel  to avoid interference, which guaranteeing larger distance covered. If particular AP 
deployed in the network accidentally stops operating by power failure or PoE/PoE+ switch OFF, 
the RF management function compensat es the resulting blind area of signals so that the wireless 
clients can still operate normally. 

 
Setting Channel Bandwidth:  
By default, the 2.4 GHz frequency uses a 20 MHz channel width and the 5 GHz frequency uses  
160Mhz channel width. In crowded areas with a lot of frequency  noise and interference, a single 
20MHz channel will be more stable. 160Mhz channel width allows for greater speed and faster 
transfer rates but it doesn't perform as well in crowded areas.  
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Fig 3.1.19 RF speed in 2.4G and 5G band of AIR-AP3000AX 
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For changing  RF 2.4G setting go to WIFI settings >RF settings >>2.4G 
 

 
Fig 3.1.20 Changing Maximum Wireless client count  in 2.4G band of AIR-AP3000AX 
 

 
Fig 3.1.21 Changing Channels in 2.4G band of AIR-AP3000AX 
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Fig 3.1.22 Changing Transmit Power in 2.4G band of AIR-AP3000AX 
 

 
Fig 3.1.23 Changing Channel width  in 2.4G band of AIR-AP3000AX 
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Fig 3.1.24 Configuration in 2.4G band of AIR-AP3000AX
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Fig 3.1.25 WiFi analysis 2.4G band of AIR-AP3000AX
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Fig 3.1.26 SSID used for 2.4G band along with  desired RF parameter  of AIR-AP3000AX 
 

 
Fig 3.1.27 Default setting in 5G band of AIR-AP3000AX 
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Fig 3.1.28 Changing Channels in 5G band of AIR-AP3000AX 
 

 
Fig 3.1.29 Changing Transmit Power in 5G band of AIR-AP3000AX
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Fig 3.1.30 Changing Channel width  in 5G band of AIR-AP3000AX 
 

 
Fig 3.1.31 Configuration of channel in 5G band of AIR-AP3000AX
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Fig 3.1.32 WiFi analysis of 5G band of AIR-AP3000AX 



58 
© 2026 COMMANDO Networks Pvt Ltd. All rights reserved. 

 

 

 
Fig 3.1.33 New SSID Network5G  in 5G band of AIR-AP3000AX
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4. User control  

In user control get  in User list of Wireless access user (Clients connected) along  with  Black and 
white list. 

 
4.1 User list 
Inbuilt intrusion prevention protects data and network clients and disallow unauthorized wireless 
client by blacklisting and white list.  

 
For User List Click on, Stations >Station List 

 
Fig 4.1.1 Default User List of AIR-AP3000AX 
 

 
Fig 4.1.2 User List of AIR-AP3000AX 
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Fig 4.1.3 Connected  wireless client of AIR-AP3000AX 
 
Note: 
You can also set DHCP Server is a network server that automatically provides and assigns IP 
addresses to wireless client devices. It relies on the standard protocol known as Dynamic Host 
Configuration Protocol or DHCP to respond to broadcast queries by clients.  
 

 
Fig 4.1.4 Modifying connected  user notes of AIR-AP3000AX 
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Fig 4.1.5 Changing User remarks AIR-AP3000AX 
 

 

 
Fig 4.1.6 Disallowing user to access WiFi for AIR-AP3000AX
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4.2 Black and white list 
In Blacklist Mode, MACs which  are listed are forbidden  to access the wireless network.  In 
Whitelist Mode all MACs except whitelist are allowed to access wireless network.  
 

 
Fig 4.2.1 Black White List users in network.  
 

 
Fig 4.2.2 Add Blacklist Mac in AIR-AP3000AX 
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Fig 4.2.3 Add Blacklist User Mac in AIR-AP3000AX 
 

 
Fig 4.2.4 Blacklisted User in AIR-AP3000AX 
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Fig 4.2.5 Status of wireless client after Blacklist in AIR-AP3000AX 

 

 
Fig 4.2.6 Add whitelist  Mac in AIR-AP3000AX
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Fig 4.2.7 Add whitelist  User Mac in AIR-AP3000AX 
 

 
Fig 4.2.8 Add Whitelist User Mac in AIR-AP3000AX 



66 
© 2026 COMMANDO Networks Pvt Ltd. All rights reserved. 

 

 

 
Fig 4.2.9 Whitelisted User in AIR-AP3000AX 
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5. System settings 

In System settings you can do Basic, Timing, Login, Device reboot  and Restore. 

 
5.1 Basic Setting 
In basic setting you can you can change Equipment  Name, and AP Work Mode from FIT, FAT 
and Routing mode.  
For Changing Basic settings, Click on System settings >Basic settings 
 

 
Fig 5.1.1 Default Basic setting of AIR-AP3000AX 
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Fig 5.1.2 Change equipment  name of AIR-AP3000AX 
 

 
Fig 5.1.3 New Equipment  name of AIR-AP3000AX 
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Fig 5.1.4 Default work mode of AIR AP3000AX Note:- Default work mode of AP is FIT mode. 
 

5.2 Timing Setting 
With System Time you can schedule WiFi availability and unavailability to wireless users and also 
can configure Scheduled reboot.  

 
For Changing Timing setting click  on, System settings >Timing setting 

 
Fig 5.2.1 Default timing setting for AIR-AP3000AX 
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Fig 5.2.2 Setting schedule for wireless availability for AIR-AP3000AX 
 

 
Fig 5.2.3 Setting Days and period for AP available AIR-AP3000AX 


