COMMANDO MSG -1200 Multi -Service Cloud Gateway Web
Configuration Guide
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INTRODUCTION

COMMANDO MSG1200 Multi-Service Cloud Gateway with 4x10/100/1000/2500 Mbps -
RJ45 Ports and 2x10G SFP+ Slots with configurable and interchangeable LAN/WAN
Ports, with functions like Gateway, Wireless Controller, Multi WAN Load Balancer, Firewall
with Captive portal along with Standard Wireless Roaming Mechanism (802.11r),
Authentication Server to Integrate and Simplify the Traditional Networking Mode, AC
Management, Portal Authentication, Deep Packet Inspection (DPI) Seven-Layer flow
Control, Supports Intelligent Networking (SD -WAN), 3200+ Application Protocol
Identification.

It has excellent data processing capability and multiple powerful functions includi ng
MultiwAN Load Balancer, Access Control, Bandwidth Control, Session Limit, IM/P2P
Blocking, VPN server, PPPoE Server, auto WAN failover recovery and captive portal to
access infrastructure from anywhere via internet. It meets the needs of small, medium
and large enterprise, Big commercial set up where no down time affordable due to
network issue, hotels and communities with Up to 1200 users demanding a efficient and
always UP network with high security. It is basically 6 in 1 Multi-Service device having
feature like Multi-WAN load balancer with auto fail -over mechanism for recovery due fault
in connected multiple WAN links, Firewall, VPN Server, WLAN Controller up to 1024
COMMANDO AirX Series AP/APO, Clouebased 10 different kinds of authentication
Configuration and monitoring along with SDWAN for Enterprise Wired Gateway with
features like static, Default and Dynamic connected route.

COMMANDO MSG1200 Multi-Service Cloud Gateway is multi-functional gateway with
functions like Wireless Controller, Load Balancer with Multi-WAN auto failover, Firewall, VPN
Server with Captive portal with following useful functions.

1 Standard Wireless Roaming Mechanism (802.11r)

1 WLAN controller can manage up to 1024 AP/APO and up to 1200 users, with
Discovery, Configuration, and Monitoring Functions.

1 DPI (Deep Packet Inspection) Seven Layer Flow Control

1 Supports One Click Flow Control and Manual Flow Control
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1 3200+ Application Protocol Identification, for more Accurate Flow Control, Improved
Bandwidth Utilization

1 Multi-WAN load balance with auto fail -over recovery for reliable and efficient access

1 Access Point Management via Easy WEB GUI, Telnet and Could based Portal
Authentication

1 AC Intelligent Management Function, works together with COMMANDO AirX Series
1 Wireless products with easy Access Point Management

1 Supports COMMANDO Platform Management, Centralized Management and
Maintenance via lifetime free Cloud base account

1 VPN for Encrypted Communication, Ensure Remote Access Security
1 Supports Multi-Vendor WAN Line simultaneous Access, WAN load sharing and

1 balancing by different ISP, Rational use, Load Balancing with fail-over, Reduce
Bandwidth Costs

1 Wireless Marketing Function, various Authentication Methods to meet the needs of
Different Users and Scenarios

1 Tag based and port base d VLANS to group control and relocate traffic pattern
1 Fully protocol stack for both IPv4 and IPv6 and 100,00 concurrent sessions

1 Supports IPsec, PPTP and L2TP VPN support up to 64 concurrent tunnels with max
2Gbps throughput (IPSec).

1 QoS and Bandwidth Management for optimal bandwidth usage.
1 High Availability for mission critical application with Multi -WAN load balance

1 User certification by X.509 and authentication by Radius/AD/LDAP server for user and
group management.

1 Supports Multiple WANSs, Failover/ Load Balance with configurable Ethernet
1 Support DHCP based dynamic IP, Static IP, PPPoE, PPTP, L2TP

1 IPv6 with Dual Stack, 6-in-4, 6-to-4, Dynamic, Static, PPPoE
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Supports VLAN Port Based, Tag- based

NAT: ALG, Special AP, DMZ Host, Virtual Server/ Computer, PPTP/ L2TP/IPSec Pass
through, Up to 100,000 Sessions

Supports Routing with Static, Default and Dynamically learn connected route
Client & Server for DHCP, DDNS, IGMP
Management Features with Web, Simple Telnet CLI, SNMP

AP Auto Discovery, Monitoring & Alerting, Profile based Configuration, AP Load
balance,

AP Blacklisting and Whitelisting
User Accounts, User Grouping, Bound Services

Firewall, Access Control with Packet Filters, URL Blocking, Web Content Filters,
Application Filters, MAC filter

Support One Click Flow Control and Manual Flow Control

Access Point Management with Cloud Portal Authentication, Connected LAN PC WEB
GUI and Telnet.

MSG-1200 Functions can be broadly classified as follows:

Cloud Base Wired Router

It is 4x10/100/1000/2500 Mbps -RJ45 Ports and 2x10G SFP+ Slots with configurable and
interchangeable LAN/WAN Ports which support up to 1200 Users with standard Wireless

Roaming Mechanism (802.11r) with DPI (Deep Packet Inspection) Seven Layer Flow

Control along with Portal based web access from anyone having credential via internet

from any place. Support COMMANDO Cloud Platform Management, Centralized

Management and Maintenance VPN for Encrypted Communication. Ensure Remote and

cloud Access with security.
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Multi -WAN load balancing with auto Fail over Mechanism

Support up to 5 WAN, Multi WAN Access, Simultaneous WAN access provided by
different (ISP) Operators with all used at a time via load balancing and preventing network
outage automatically via fail-over mechanism, Rational use, Reduce Bandwidth Costs.

Wireless Marketing Function

High Authentication Methods via cloud based, time based, ticket based to meet the
needs of different Users and Scenarios, Multi-functional Fusion. The COMMANDO
Integrates Functions Such as DPI Flow Control, Load Balancing, AC Controller, VPN, and
Authentication Server to Integrate and Simplify the Traditional Networking Mode.
Equivalent to Integrating Multiple Devices and a Unified Network Management Pl atform
into one Device, greatly reducing Networking and Maintenance costs

Deep Packet Inspection

It supports Multi-line and each line is backed up with Each other. It has new Generation of
DPtbased Traffic Identification Mechanism, and Fine Traffic Contr ol with Link Balancing
and Application Offloading to offload Core Applications.

Wireless Access Point Controller

It acts as Controller for COMMANDO Air X Seri.
AP/APO Centralized Management, AP can be configured as Virtual Antenna available with

this controller without any Configuration and connection to Controller. It automatically

Read Wireless Configuration after accessing the Network, AP Zero-based Networking,

Expansion at any time, Support Standard Wireless Roaming Mech anism (802.11r), to

achieve Seamless Roaming between APs, Live streaming of Games, Video, Movies, voice,

etc. is Uninterrupted.

Network Security

Built-efficient Behavior Management Routing and Firewall Modules, Support Flexible user
Access Control Policies, Network Security, Network security to meet Different Customer
needs. MAC Filtering function to block the access of illegal hosts. Supporting One -Click
IPMAC Binding to avoid ARP spoofing.
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VPN Virtual Private Network

Support IPsec, PPTP, L2TP and Open PN, Allowing Offices in Different Regions of the
Enterprise to Access ERP, CRM, Internal Server and other Production Systems of the
company's Local Area Network at Any Time to Improve Work Efficiency. Out -of-office
Employees can Access the Company's inter nal Network Resources through Secure
Channels anytime and anywhere via COMMANDO Cloud access.

SD-WAN

SD-WAN enables to securely connect users, applications and data across multiple
locations while providing improved performance, reliability and scalability. Virtual WAN
architecture that allows enterprises to leverage any combination of transport services and
provides centralized control and visibility over the entire network.

Online Behavior Management

Access Rules can permit or deny user for applications of FTP downloading, Email, Web
browsing and so on. Supporting URL Filtering to prevent potential hazards from visit ing
the malicious Web sites. Bandwidth Control with flexible bandwidth management to
automatically control the bandwidth of the host in bi -direction to avoid bandwidth over
occupation, as well as optimize bandwidth usage. Session Limit to avoid few people to
access resource.

Auto MDIX Capabilities

Auto sensing 10/100/100/2500 /10000 Mbps ports with auto MDIX capabilities which
also removes speed and duplex mismatches automatically.

System security

1 Application identification for service awareness technology to identify packets of
dynamic protocols such as HTTP and RTP by checking Layer 4 to Layer 7 information
in the packets, helping implement fine grained QoS management.

1 URL filtering: URL filtering regulates online behavior by controlling which URLs users
can access to secure the network and system data.

1 Intrusion prevention: Intrusion prevention detects intrusions, such as buffer overflow
attacks, Trojan horses, and worms, by analyzing network traffic and takes actions to
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quickly terminate the in trusions. In this way, intrusion prevention protects the
information system and network architecture of enterprises.

Built -in application identification server

Supports Layer 4 to Layer 7 application identification and can identify over 3200+
applications and application -based policy control technologies, including traffic blocking,
traffic limit, and priority adjustment policies.

It has WAN1 which is by Default WAN port. WAN ports can be configured in ADSL/
PPPOE Static IP or DHCP mode as per settings provided by ISP. We can setup multiple
WAN ports based on requirement. LAN1 & WANL1 are by default ports & rest alll
configurable into WAN/LAN ports as per customer requirement. LAN1 is default LAN Port.
USB port for mainly to upgrade system. Power to power ON the device, Power LED
indicator will be on. SYS indication Green and ON to show system working properly. NET
is Green and ON to show Gateway connected to internet.

How to take access of COMMANDO MSG  -12007?

Connect any port of LAN (1-6) to PC via RJ45 cable. Open network and sharing center.
Go to Change adapter settings.

Double click on Local Area Connection.

Go to Properties. Double click on Internet Protocol Version 4(TCP/IPv4) option and set
Internet Protocol Version 4(TCP/IPv4) to auto shown below.
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Internet Protocol Version 4 (TCP/IPv4) Properties x

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(O Use the following IP address:

(®)Obtain DNS server address automatically:
() Use the following DNS server addresses:

red DN

Validate settings upon exit Advanced

e

Fig 1. IP setting in PC connected to COMMANDO MSG1200

Open any web browser like Chrome/Firefox/Internet Explorer/Opera etc. and enter default
IPv4 Default Gateway address field.
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Metwork Connection Details >

Metwork Connection Details:

Property Value

Connection-specific DNS S...

Description Intel(R) Ethernet Connection (3) 1218-LM
Physical Address 54-EE-75-59-52-19

DHCP Enabled Mo

IPv4 Address 192.168.111.10

IPv4 Default Gateway 192.168.111.1 |

IPv4 DNS Server

IPv4 WINS Server

MNetBIOS over Tcpip Enabl.. Yes

Link-local IPvE Address fe8l:7e9d:4a22:afb5:c078% 14

IPvE Default Gateway

IPvE DNS Servers fecl:0:0:ff:1%1
fecl:0:0:ff:2%1
fecl:0:0:fff:3%1

A Not secure 192.168.111.1/login#/login

COMMANDO

[] Remember password Forgot password?

Fig 2. Login page for MSG-1200

Default Username: admin
Default Password; *****x*
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(Default password is written on backside of device)

Note: Both Username and Password can be changed as per user choice.
After giving proper username and password. The System Overview page displays the
basic system information like connection, interface, traffic analysis.

In system overview you can monitor network performance and many parameters on
single page. You can check, Rate Status, Connection Status, Interface Status, AC Status

and also monitorr traffic analysis for different services.

@ RouteXOS 2.7.19 x64 Build202504141740

System Overview B CPUTEMP:45°C :():CPU:0.00% CJMEM:12% 71 TX:0.00B/s | RX:0.00 Bfs
Router Rate Status Connection Status
o System 7 Wired: 1
& Guer Connected 105 1 10 0 '
Overview /s
. WAN : N Wireless: 0
@ Monitoring ! L Qs Online Host Connection Count Auth Count
Running: 32m 48s
;9“' System Setup
o Interface Status AC status Frequency band
B Network -

Flow Control 1 1 O @

] ;; i
Access B

WAN Enabled LAN Enabled DHCP Pool Addresses

Controller
70 o \P connection 2.4G access 5G access
f - connected
[&]  Authentication [ | | ‘ ‘ orma discomnected
e L ) e L 0 0
e X wan1 lan1 ethd eth5 0 ‘I
£S5 Behavior
% Firewall
Last 30 minutes traffic analysis Last 30 Minutes Last 5 minute's Tx/Rx Rates
@ Advanced -
application Tx Rate(KB/s)
1
88 services - e
Video 0.5
By oo BB Game
@8 Download 01 T T T T
12:45 12:46 12:47 12:48 12:49 12:50
47 5 KB @ Transport
N M
Total Bytes 8 Common o Total
@l Others
Test

Fig 3. Default System Overview page

© 2026 COMMANDO Networks Pvt Ltd. All rights reserved.



@ RouteXOS 3.7.19 x64 Build202504141740

System Overview & CPU TEMP: 45°C :@:CPU:Z.DQ% 3 MEM: 12% 1 TX:0.008/s | RX:0.00B/s
Router Rate Status Connection Status
System Wired:
5 ired: 1
Overview Connected 106 1 12 0
Monitoring WAN l O B/s Online Host Connection Count Auth Count Wireless: 0
Running: 37m 56s
System Setup
Interface Stat = AC statn F band
2. Network nterface Status = status requency ban
Flow Control 1 1 O @
WAN Enabled LAN Enabled DHCP Pool Addresses ‘Prl
Access
Controller
s AP connection 2.4G access 5G access
Authentication ( 9 ‘, o | (] [ ] disconnected
€5 Behavior wanl lan1 eth4 eth5
f  Firewall
Last 30 minutes traffic analysis Last 30 Minutes Last S minute's Tx/Rx Rates =
= Advanced -
Al Tx Rate(KB/s)
o) i 15
OO Services - HTTe :
Video
By Lo 05
| g - Game
@8 Download 01 T T T T |
12:50 12:51 12:52 12:53 12:54 12:55
29 86 KB B Transport
. - M Total
o Total
Total Bytes @ Common
@8 Others
Test

@ RouteXOS 3.7.19 x64 Build202504141740

System Overview 8 CPUTEMP:45°C =3:CPU:050% CJ) MEM:12% T T%:0.00B/s | RX:0.00B/s
Router Rate Status Connection Status
Pz Wired: 1
S Connected T Oers 1 9 0 :
Monitoring WAN 10w Online Host Connection Count Auth Count Wireless: 0
Running: 40m 54s
System Setup
o Interface Status = AC status Frequency band
A% Network =
Flow Centrol 1 1 O @
WAN Enabled LAN Enabled DHCP Pool Addresses ﬂl_%]
Access
Controller
o on is AP connection 246G access 5G access
Authentication ‘ ‘ e ‘ | | ‘ disconnected
% |
& Behavior wanl lan1 eth4 eths
}g‘ Firewall
Last 30 minutes traffic analysis Last 30 Minutes v Last 5 minute’s Tx/Rx Rates =
@ Advanced -
application Tx Rate(KB/s)
15
o) i
OQ  Services - e 1
Video
05
By Log 8 Game /\
@8 Download 0k
12:53 12:54 12:55 12:56 12:57 12:58
27 83 KB @ Transport
) oM
Total Bytes 8 Common © Total
[ Others -
Test 04 |

Fig 5. Connection status LAN and WAN ports.

Trouble in getting Internet Via DHCP WAN:If DHCP WAN link not able to provide proper
DNS via connected WAN link DHCP server following measure will solve the issue.
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@ RouteXOS 3.7.19 x64 Build202504141740

System Overview 8 CPU TEMP: 43°C

:CPU:2.75% ) MEM: 12% T TX:0008B/s | RX:0.00B/s
Runi 25m 26s

System
Qverview

— Interface Status AC status Frequency band
A4 Monitoring - Aueney

System Setup ‘I 1 O @ @
WAN Enabled LAN Enabled DHCP Pool Addresses ~[¥] —1

% Network
AP on is A 246 access 56 access
— — — — n d
Flow Control ‘ (o) ‘ | ‘ | ° ‘
m'@ g — — 0 0
Access wa lant ethd eths 0 1
== Controller
Authentication wan1Default Gateway
s v Last 5 minute's Tx/Rx Rates
Connection Connected 24m 21s a
P
S5 Behavior Status: Tx Rate(KB/s)
Type: DHCP 15
% Firewall
IP: 192,168,161 1
SElTEE] Subnet Mask: 255.255.255.0 05
application
Gateway: 192.168.1.1 0} - T T
(=] . - ..
e Services DNS: 8888 12:38 12:39 12:40 1241 12:42 12:43
8844
By 1Log MAC: a8:08:0:06:49:78 o Total

Remarks:

Bind Device: eth3/Co

ed/1000Mbps/Full-Duplex

Fig 6. Non-Proper DNS via DHCP Server

Note: Changed LAN IP and taken access of MSG-1200 via new set LAN IP as DHCP server
in WAN is set as 192.168.1.0/24 network.

@ RouteXOS 2.7.19 x64 Build202504141740

Network > Interfaces & CPU TEMP: 45°C PU:0.00% [ MEM: 12% 1 TX:0.00B/s | RX:0.00B/s
Network
External network settings wan1l & X
Sys'e”.‘ Interfaces
Overview
Monitoring DHCP
Select Interface: eth3 | wan | a8:b8:0:06:49:78 | Intel Corporation Ethernet Controller m
System Setup  DNS
Access Mode DHCP (Dynamic Assigned) v
Network IP/MAC Group v
Flow Control Static Routes
IP Address: 192.168.1.61
Access
Controller VL) Subnet Mask: 255.255.255.0
Authentication ~ VPN Client v Gateway: 19216811
Behavior UPNP v Preferred DNS 8.8.8.8
Firewall NAT Alternative DNS: 8.8.4.4
Advanced Port Mapping y Default Gateway: Set this line as the default gateway
application
— i Failover: Switch if Line Dropped
Leased Time: 720000 second
Log IGMP Agent
IPTV transparent Online Time Control 00:00 - 2359
transmission
option12: Hexadecimal v
option60: Hexadecimal ~

Fig 7. WAN1 Getting 192.168.1.1 as preferred DNS server IP automatically
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To solve this issue, Click on Network>DNS> Multiline DNS then Click add

O 2
@ RouteXOS 2.7.19 x64 Build202504141740 o 8 &

T Network > DNS > Multiline DNS & CPU TEMP: 44°C D CPU: 1.00% CJ MEM: 12% T TX:0.008/ | RX:0.008/s
etworl

Multiline DNS Settings
,  System

) 5 Interfaces
Overview

M4  Monitori DHCP v
(49  Monitoring Q 2l Export Enable Disable Delete

System Setup

Interface Primary DNS Secondary DNS Remarks Status Actions O

Glemaic wani v 8888 114114114114 OK Cancel

&

Flow Control Multiline DNS

Showing 1 of 0 records
Access
Controller

IP/MAC Group

i

Authentication Static Routes v Help Tips:When the DNS request matches the policy line, it is resolved by the DNS server specified by the rule.
When a multi-line DNS rule is set on the default gateway line, it will take effect globally (invalid when the client uses the DoH proxy function)

Behavior VLAN

Y

Firewall VPN Client

Advanced
application

J

UPNP

Services NAT

Log Port Mapping

IPve

Fig 8. Multi DNS server Setting in MSG1200.

Then add proper DNS server IP and see the system overview page.

@ RouteXOS 3.7.19 x64 Build202504141740

System Overview ﬂ, CPU TEMP: 45°C :@:(PU: 0.00% CJ MEM: 12% T TX:000B/s | RX:0.00B/5

Router Rate Status Connection Status
~  System )
(&) i Wired: 1

vendon Connected 0w 1 11 0
) Monitoring WAN L Qe Online Host Connection Count Auth Count Wireless: 0
7 Running: 45m 58s
&% system Setup
2. Newwork Interface Status = AC status Frequency band
Flow Control ‘l 1 O @
~ WAN Enabled LAN Enabled DHCP Pool Addresses Jl_ﬂr]
Access
== Controller
o o 2.4G access 5G access
[  Authentication 9 bt ‘ ‘ ‘ ‘
(e () U L 0 0

& Behavior wanl lan1 eth4 eths 0 1
= Firewall

Last 30 minutes traffic analysis Last 30 Minutes Last 5 minute's T</Rx Rates =

@ Advanced
application Tx Rate(KB/s)
OO Services - HTTP o
Video 0.2
W Game
@8 Download
@8 Transport
M
@ Common
B Others
Test

Fig 9. System overview page after proper setting LAN and WAN along with DNS server.

By Log

0t T T T T
12:58 12:59 13:00 13:01 13:02 13:03

25.75KB

Total Bytes

Traffic Analysis

It displays detailed information relating to the data traffic of all interfaces and IP
addresses. You can monitor the traffic according to this information for last 30 minutes,
1lhour or 1day.
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@ RouteXOS 3.7.19 x64 Build202504141740

System
Y'Y Querview

M4 Monitoring

System Setup

% Network
Flow Control
Access
Controller

Authentication

€5 Behavior

E‘ Firewall
Advanced
application

88 services

By Log

System
Overview

4 monitoring
System Setup
o2 Network

Flow Control

Access
Controller

Authentication

2o Behavior
f3  Firewall
Advanced
application
88 services
[y Log

System Overview

|
WAN Enabled LAN Enabled
—Q M ‘7‘
wan1 lan1 eth4

U

DHCP Pool Addresses

Last 30 minutes traffic analysis

25.75KB

Total Bytes

Last 30 Minutes

e HTTP
Video

8 Game

@8 Download

@ Transport
M

@ Common

@ Others
Test

@ Unknown

~

System Overview

Interface Status

1 1

0

WAN Enabled LAN Enabled DHCP Pool Addresses
—Q Il S S
(we  w =) )
wan1 lan1 eth4 eths
Last 1 day protocol flow distribution Last 1 Day ~
- TP
Video
0 Game
@8 Download
59 26 KB B Transport
N M
Total Bytes 9 Common
@ Others
Test
@ Unknown

& CPU TEMP: 46°C CPU:0.00% CJ MEM: 12%

()
Jl.ﬂr] S
s 24G access

0

Last 5 minute's Tx/Rx Rates

Tx Rate(KB/s)

5G access

0

05
13:00 1301 1302 1303 1304 1305

o Total
1300 1301 13:02 1303 1304 1305

& CPU TEMP: 46°C :@:[PU 0.25% [ MEM: 12%

= AC status Frequency band

2.4G access

0

Last 5 minute's Tx/Rx Rates

Tx Rate(KB/s)

1 TX:000Bfs | RX:0.008/s

5G access

0

0.06
0.03
[ T r T T T d
13:05 13:06 13:07 12:08 13:09 1310
© Total
13;05 13;06 131‘07 13;08 13;09 13‘:]0 '

Fig 11. Traffic analysis for video application for 1 day
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@ RouteXOS 3.7.19 x64 Build202504141740

System Overview

Interface Status

& CPU TEMP: 46°C :@:CPU 0.25% CJ) MEM: 12% T TX:0.00B/s | RX:0.00B/s

= AC status Frequency band
AP co n is AP connection 24G access 5G access
normal disconnected

0 0

0 1

@ System
7 Overview ‘I ‘l O
M Monitoring WAN Enabled LAN Enabled DHCP Pool Addresses
System Setup
w6 [ - =
a2 Network ‘ | | S S
wan1 lan1 ethd eth5
Flow Control
G &== Last 1 day protocol flow distribution Last 1 D: v
Controller

[  Authentication

. HTTP
€5 Behavior des
B rroval 0 Game

irewa

@B Download
= Advanced @B Transport
9 application 59.26 KB

M
Total Bytes

08 senvices @ Common

B Others

S Test

By 1o esf

@ Unknown

Last 5 minute's Tx/Rx Rates

Tx Rate(KB/s)
0.9

0.6
0.3

JW\

13:09

0t T T
13:07 13:08 LERN 13112

o Total

1309 1311 13:12

Fig 12. Transmission and Receiving Rate Graphs

II. Default page for shortcut Buttons for easy access to important web pages for users

Account Setting: On this page, you can view the detailed information of all accounts you

have established.

@ RouteXOS 3.7.19 x64 Build202504141740

System Overview

System

3 Overview Rate Status

T08s
L Qe

Router

Connected
WAN
Running: 1h 15m 9s

Monitoring

System Setup

Network

Interface Status

E &

Flow Control

Access 1 ‘I

Controller

0

WAN Enabled LAN Enabled DHCP Pool Addresses
2]  Authentication
— o — S
G Botuvir — [
" W) L) Gt s
wan1 lan1 ethd eth5
% Firewall

Advanced

application Last 30 minutes traffic analysis Last 30 Minutes

Services

Log

m HTTP
Video

@ Game

@8 Download

@ Transport
M

| Common

19.43 KB

Total Bytes

Fig 13. Account setting icon

Account
Settings

& CPU TEMP: 47°C :@:CPU 0.25% CJ MEM: 129 RX: 0.00 B/s

Remote A s
Connection Status

T 11

Actions Logs

0

Logout

Online Host Connection Count Auth Count
= AC status Frequency band
AP co on is AP connection 24G access 5G access

disconnected

0

0 0

Last 5 minute's Tx/Rx Rates

Tx Rate(KB/s)
0.04

0.02

A

0

1328 1329 1330 1331 1332

© Total

After clicking on account setting Icon user will be redirected to page System Setup >

Administration > User Accounts
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@ RouteXOS 3.7.19 x64 Build202504141740

System Setup > Administration > User Accounts
System Setup

User Accounts

8 CPU TEMP: 48°C :@:CPU 0.25% [J MEM: 12% T TX:0008/s | RX:0.00B/s

System " "
e Basic Setting
. m Enable Disable Delete
Monitoring Hot Standby
BT Usemname Password Right group Safe IP addr Status A
System Setup
management . . .
admin i Superadministrator 0.0.0.0/0 Edit
Network Cloud Account
i v J
Advanced Showing 1 of 1 records PerPage 20 rRows & < [l > » 1 /1Pages
Flow Control :
Settings
Access T —
Controller ministration < Help:  1.please configure carefully to allow access to IP (default is not limited), input format support: 192.168.1.1192.168.1.1-192.168.1.200192.168.1.0/24192.168.1,0/255.255.255.0.

2.when adding the same privileged account, copying can quickly complete the permissions configuration
Authentication

User Accounts

Behavior Remote Access

Firewall Upgrading

Advanced

. Reboot
application

Services

Log

Fig 14. Default User Account setting

From Edit and Add account option you can create username and password as per your

choice and even change the admin a ccount for login to device.

@ RouteXOS 3.7.19 x64 Build202504141740

System Setup > Administration > User Accounts
System Setup

Edit
System e
e Basic Setting
Monitoring Hot Standby
Tn isk Username: COMMANDO
0y  System Setup v
o management
Password:  eeesesesscessressessessesssenes
a2 Network Cloud Account
Confirm password:
Flow Centrol Adv.a ==y
Settings
Safe IP addr: 0.0.0.0/0
'é;f‘e;z“e’ Administration
Default permission Read Write v
Authentication User Accounts
Login Status Timeout 120 * minute
Behavior Remote Access
Login Password OpenChange Password Periodically
Security
Firewall Upgrading
Cancel
application

Services

Log

Fig 15. Editing User Account setting
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A Notsecure | 192.168.111.1/login#/login a 0 w) = &

COMMANDO

2, COMMANDO

[J Remember password Forgot password?

Fig 16. Logging with New account

o ¢ 4 &

System Setup > Administration » User Accounts 3 CPU TEMP: 48°C D CPU:0.25% CJ MEM: 12% T TX:0.008/s | RX:0.00B/s

@ RouteXOS 3.7.19 x64 Build202504141740

System Setup

User Accounts

System

ol Basic Setting
Enable Delete
Monitoring Hot Standby
Disk Usemame Password Right group Safe IP addr Status Actions O
System Setup
management
COMMANDO R Superadministrator 0.0.0.0/0 Edit
a3 Network Cloud Account
Advanced Showing 1 of 1 records PerPage 20 ~  Rows & < n > » 1 /1Pages m
Flow Control : v
Settings
ACCes Administration c
= Controller Help 1.please configure carefully to allow access to IP (default is not limited), input format support: 192.168.1.1192.168.1.1-192.168.1.200192.168.1.0/24192.168.1.0/255.255.255.0

2.when adding the same privileged account, copying can quickly complete the permissions configuration
Authentication User Accounts

Behavior Remote Access

Firewall Upgrading

Advanced

. Reboot
application

Services

Log

Fig 17. User Account setting after changing accounts

Remote Access: Supports Remote telnet and Web management via remote access. By
default, all remote access is disabled.
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Fig 18. Remote access shortcut

After clicking remote access user will be directed to System Setup > Administration >

Remote Access pages
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System Setup > Administration > Remote Access
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Remote Access
Basic Setting
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Required HTTPS:

Open Console

Use HTTPS to access the web interface

Network Cloud Account
HTTP Access Port 80
Flow Control  Advanced
Settings
HTTPS Access Port: 443
Access Administration
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Extranet WEB access closure

Authentication

Behavior

Firewall

Advanced
application

Services

Log

User Accounts

Remote Access

Upgrading

Reboot

control

Custom SSL Certificate

Remote Maintenance

Remote Channel:

Administration

Open Console

Fig 19. Default Remote access control.
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Authentication User Accounts
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Firewall Upgrading
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System Setup > Administration > Remote Access

Remote Access Control

Telnet Server:
Required HTTPS
HTTP Access Port:
HTTPS Access Port
Extranet WEB access

control

Custom SSL Certificate:

Remote Maintenance

Remote Channel:

Remote Port

Remote Password

Open Console

Use HTTPS to access the web interface

closure

Open Console

Changing Remote access control setting.

§ CPU TEMP: 4

8°C

R CPU: 0.75% ) MEM: 12%

T TX:0.00 B/s

English

RX: 0.00 B/s

Fig 21. Telnet access of MSG-1200

Action Logs: The Log system of Gateway can record, classify and manage the system

information effectively.
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Fig 22. Action Logs shortcut

After clicking action log user will be directed to Log > System Logs > Action Logs
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0g
Action Logs
System :
Overview e
egin Time ®| | End Time ® Q Export Clean All
Monitoring Function Logs
EC IP Address Function Event
System Setup | System Logs
2025-07-28 13:38:50 COMMANDO 192.168.111.10 - Login
E?Frh Network System Logs
2025-07-28 13:38:36 admin 192.168.111.10 User Accounts exec action for edit
Flow Control Action Logs
2025-07-28 13:25:35 admin 192.168.111.10 AP Configuration exec action for del
Access e
Controller Notification 2025-07-28 13:24:57 admin 192.168.111.10 AP Configuration exec action for edit
[E  Authentication e Tan 2025-07-28 12:58:16 admin 192.168.111.10 - Login
£ Behavior 2025-07-28 12:41:19 admin 192.168.111.10 - Login
2025-07-25 17:59:21 admin 192.168.111.10 - Login
f3  Firewall
2025-07-24 18:48:19 admin 192.168.111.10 — Login
7 Advanced
Enplkaron 2025-07-24 18:47:26 admin 192.168.111.10 - Logout
SEce 2025-07-24 17:45:45 admin 192.168.111.10 . Login
Log 2025-07-24 16:15:29 admin 192.168.111.10 - Login
2025-07-24 16:14:26 admin 192.168.111.10 — Login
2025-07-24 16:14:15 admin 192.168.111.10 Reboot exec action for reboot
2025-07-24 15:56:26 admin 192.168.111.10 - Login
2025-07-24 15:55:11 admin 192.168.111.10 — Login

Fig 23. Action Logs in system logs to show the date, time, users, IP and interface to login in
MSG-1200

Logout: Logging out means to end access of device. Logging out informs the device that
the current user wishes to end the login session.
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Fig 24. Logout shortcut
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After Clicking Logout, it will be directed to Login page.

A Notsecure | 192.168.111.1/login#/login

Fig 25. Login page after Logout

\@/
= =

COMMANDO

2, COMMANDO

Login

[J Remember password Forgot password?

13:48 1349 13:50

a 0 w) = &

Message Notification: Message notifications shows level 5 having severity Normal but

significant conditions for user action logs.
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Fig 26. Message notifications Shortcut

After clicking Message Notification, Log > System Logs > Notification page will be opened.
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System Setup System Logs

Network System Logs

Flow Control Action Logs

Access

el Notification

Authentication Alarm information

Behavior

Firewall
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application
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Fig 27. Default Message notifications page

Version Upgrade: Displays the current configuration version of the Gateway and allows
Automatic or manual Updates.
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Fig 28. Version Upgrade page

After clicking Version, Upgrade System Setup > Upgrading > Version Upgrade page will
be opened.

o ¢ 4 &

System Setup > Upgrading > Version Upgrade & CPUTEMP:50°C L3:CPU:025% C[JMEM:12% T TX:0.00B/s | RX:0.008/s
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== Controller version:
. 5 Communication tools 2117
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Behavior Version Upgrade
) ——— Auto Upgrade Protocol library Communication tool feature library URL feature library
Firewall
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Advanced R update:

application
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Log

Local Upgrade Select File Upload File

Version update log v

Fig 29. Default Version Upgrade page
Link to Cloud: Cloud service helps users to log ON online for managing the Gateway. You

can view and manage your devices, such as check the running status, modify the
configuration, and set the authentication for captive p ortal.
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Link to Cloud |

Fig 30. Link to Cloud shortcut

After clicking System Setup > Cloud Account, Cloud account page will be opened.

System Setup > Cloud Account £CPU: 272% [JMEM:19% T TX:437KB/s | RX:68.12 KB/s
System Setup
Cloud Account 2
> System : .
i By Basic Setting
Monitoring 2
management
Router ID : 247¢ce0632ec88bde3e5053d6d00818e8

System Setup Cloud Account

Account Code :

Advanced
Network Settings

Flow Control Administration Comment :

Access

Controller Upgeacing

=| Authentication  Reboot

Behavior St X
Help : What is cloud service'

& d mar ur de F dify t
Firewall
‘Achmnced How to connect to cloud service?
application Into cloud platform -- -> gets the binding code -- -> enters the binding code and remark name -- -> saves and completes the binding

5 How to manage?

Services % S -

Wait about 3 minutes, you will see this device in your cloud account, you can manage and operate using your cloud account
Log How to unbind the cloud?

undling o ) ent m n

e

Fig 31. Link to Cloud account page

CPU, Memory, Trans and receive icons:
These help us to know running status of Gateway.
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Fig 32. CPU, Memory, Trans and receive icon default display
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Fig 33. CPU, Memory, Trans and receive icon display after data transfer enabled

Language Options: Helps to select language as per choice of user.
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Fig 34. Language selection icon
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MONITORING

Monitoring helps to monitor users, devices, ports and devices already configured in
network setup.

Interface: Displays the current enabled WAN/LAN port(s). All Interface Status automatically
refresh in 5 sec intervals.

Terminal: Terminal monitoring helps to see all IP/MAC binding with Trans, Receive Rates,
Uptime of all users and devices with names in remark and also can change, limit and
modify the users

Protocol: Protocol Monitoring refresh automatically every 5 seconds by default. It shows
Flow/Connections distribution for protocols like HTTP, video, Game, Download, Transport,
IM, Common, Test, Unknown, other with percentage and KB or MB downloads.

Policy: Strategy Monitoring for created policy for the entry of the packets allowed or
prohibited.

System: System Monitoring shows performance load for 1hrs, 1day,7 days or 30 days with
avg and peak for CPU Usage, Memory Usage, Disk Usage, Online terminal with specific
selection options.

Flow Control: Displays the number of flow control frames received or transmitted on the
port.

1. Interface
Physical interfaces exist on interface cards and transmit service data. Physical interfaces
are classified into the following types:

LAN-side interface used to exchange data with network devices on LANSs like
Ethernet/Fast Ethernet/ Gigabit Ethernet.
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Management interface used to log in to Gateway for configuration and management
purposes.
USB interface are data transmission interface.

By clicking on Monitoring > Interface we can view the Interface Monitoring

@ RouteXOS 3.7.19 x64 Build202504141740 o O 4 &
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Fig 1.1.1 Default interface monitoring page
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Fig 1.1.2 Interface monitoring page after changing LAN and WAN IP
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Following fig shows LAN cable is connected to LAN1, LAN2, LAN3 with 1000Mbps full
duplex speed along with Ip address 192.168.0.1/24, MAC  08:9b:4b:50:1c:bc and LAN4
not connected.

(] _ o 6 & &
RouteXOS 3.7.19 x64 Build202504141740
— o Monitoring > Interface § cPU TEMP: 48°C D CPU:250% ) MEM:12% 7T TX:0.00B/s | RX:0.00 B/s
—< Monitoring —
Interface Monitoring
) Systerl_1 Interface
Overview
Interface Status
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&l Controller ow Contro! Connection | ' and packet lost rate are cleared at 00:00 everyday. Clear traffic statistics Auto Refresh /5s V| (3
Status:
= S .
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o HEEEEARA 0B/s 6.19 MB 37.18 MB Packet: 0) Packet: 0)
. Remarks:
% Firewall
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—  Advanced Bind Device: eth0/( /1000Mbps/Full-Duplex 133 8/s 1.53 MB 1833 MB packet: 0) Packet: 0) Details
bt application Bind Device: eth1/ //1000Mbps/Full-Duplex
Bind Device: eth2/Not Connected/0Mbps/Unknown
DB Services / / ps/
oo
[nD ieo Interface IP Address Gateway Access Mode Link Time Failover Status
wan1 192.168.1.61 192.168.1.1 DHCP 2025-07-28 12:18:40 ON

Fig 1.1.3 LAN Interface status

Following fig shows WAN cable is connected to WAN1 and is configured as a Default
Gateway. It is up from duration mentioned in figure. It is connected and getting IP from
External DHCP server having IP address 192.168.1.38/24 with gateway 192.168.1.1 and
DNS 192.168.1.1 having MAC id 08:24:7¢:e0:63:33. Bind Device used is veth5 with
speed of connection 100Mbps, Full -Duplex.
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Fig 1.1.4 WAN Interface status

2. Terminal
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Terminal monitoring helps to see all IP/MAC binding with Trans, Receive Rates, Uptime of

all users and devices with names in remark and also can change, limit and modify the

users.

For Configure and view Terminal Monitoring, Click on Monitoring > Terminal
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Fig 1.2.1 Default Terminal Monitoring page
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Fig 1.2.2 Terminal Monitoring after connecting devices page

We can take actions to connected IP/MAC devices as per action clicked.
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Fig 1.2.3 Terminal Monitoring action page

By clicking details for Monitoring > Terminal Details for connected DESKTOP (PC) having
IP 192.168.0.14 following pages are displayed.
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@ RouteXOS 3.7.19 x64 Build202504141740

Monitoring > Terminal > IPv4

Monitoring

Terminal Details - DESKTOP-RS3NN3K ( IP:192.168.111.10)

System
5 Interface

Overview

Menitoring Terminal

Basic Information

System Setup

IP Address: 192.168.111.10
Network

MAC Address: a0:8c:fd:a5:68:9d

Flow Control Protocol

E &

Access Remarks: DESKTOP-RS3NN3K
. Policy
Controller

Authentication System Access Infomnation:

Behavior Flow Control

Access mode: Wired

Firewall
Connect AP:

Advanced

application

N Account Information

Services

- Auth Type
Username:

Affiliation Package: Custom

Bind to MAC Method : Manual

g CPU TEMP: 49°C CPU:3.23% [ MEM: 12% T TX:0.008/s | RX:0.00B/s

X

Basic Information Connection Details

Flow Details | History Logs

Terminal type/device manufacturer: Windows10 / HP

Uptime:  3h 38m 44s

Connect SSID:

Account Status:

Password:

Valid Date: Permanent

Share: 1

Fig 1.2.4 Terminal Monitoring details Basic information page

@ RouteXOS 3.7.19 x64 Build202504141740
L Monitoring > Terminal > IPva4
Monitoring

Terminal Details - DESKTOP-RS3NN3K ( IP:192.168.111.10 )
System

5 Interface
Overview

Monitoring Terminal
Current connections: 11 Total ~ Al

System Setup

App Name Protocol Interface
Network

WebAccess tcp lan 192.168.111.10
Flow Gontrol = EREEIEES WebAccess tcp lant 192.168.111.10
Access ’
Controller Policy WebAccess tp lan1 192.168.111.10
Authentication  System WebAccess tp lan1 192.168.111.10

WebAccess tcp lan1 192.168.111.10
Behavior Flow Control

WebAccess tp lan1 192.168.111.10
Firewall

WebAccess tcp lan1 192.168.111.10
Advanced
application WebAccess tcp lan1 192.168.111.10

Services

Log

Basic Information Connection Details

§ cPuU TEMP: 50°C

CPU:0.00% L[ MEM: 12% 1 TX:000B/s | RX:0.00B/s

X

Flow Details | History Logs ‘

Link Status

54858 192.168.111.1 80 8028 2B ESTABLISHED
54854 192.168.111.1 80 967 B 2KB CLOSE
54855 192.168.111.1 80 967 B 2KB CLOSE
54853 192.168.111.1 80 0.98 KB 1.47 KB CLOSE
54857 192.168.111.1 80 8738 1.13 KB CLOSE
53885 192.168.111.1 80 9.05 KB 11.04 KB ESTABLISHED
54856 192.168.111.1 80 9258 1.19 KB CLOSE
54859 192.168.111.1 80 847 B 92B ESTABLISHED

Fig 1.2.5 Terminal Monitoring connection details page
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@ RouteXOS 3.7.19 x64 Build202504141740
e Monitoring > Terminal > IPv4 & CPUTEMP:49°C :(J:CPU:0.25% [ MEM:12% 7T TX:0.00B/s | RX:0.00B/s
Monitoring

Terminal Details - DESKTOP-RS3NN3K ( IP:192.168.111.10) X

System
Overview

e ) ‘ Basic Information | Connection Details Flow Deta History Logs
Monitoring Terminal ~

System Setup

Interface

Auto Refresh /5s ~ | (3

App Name Tx Rate Total Tx(%) Rx Rate Total Rx(%
Network 1Pv6

et Unknown 08/s 08 0.00% 08/s 0e 0.00%
Flow Control Protocol HitpProtocol 08/s 337k8 3.09% 08/s 0B 0.00%
Access e
Controller 0w NetDownload 0B/s 08 0.00% 08/s 0B 0.00%
Authentication ~ System FileTransfer 08/ 08 0.00% 08/s os 0.00%
Behavior Flow Control NetMessage 0B/s 0B 0.00% 0B/s 0B 0.00%
Firewall NetVideo 08/s 08 0.00% 0B/s o 0.00%
Advanced CommonProtocol 08/s 7.69 KB 7.06% 08/s 26.3K8B 52.69%
AT (&S [ ——
Services NetGame 0B/s 08 0.00% 0B/s 0B 0.00%
Log OtherSoft 08B/s 97.84 KB 89.85% 0B/s 24.06 KB 47.31%

SpeedTool 08/s 08 0.00% 08/s 08 0.00%

@ RouteXOS 3.7.19 x64 Build202504141740

Monitoring > Terminal > IPv4 8 CPU TEMP: 50°C

. CPU:050% COJMEM:12% 1 TX:000Bfs | RX:0.00 B/s
Monitoring

Terminal Details - DESKTOP-RS3NN3K ( IP:192.168.111.10) X
System
Overview

" . ‘ Basic Information | Connection Details | Flow Details History Logs
Monitoring Terminal

System Setup

Interface

Timestamp Uptime R Byt
&% Network 1Pv6
2025-07-28 12:34:26 3h 40m 345 108.89 KB 50.86 KB
Flow Control = RUEEIEEE 2025-07-28 12:18:10 14m 50s 2437 KB 703 K8
Access Policy 2025-07-25 17:56:28 1h13m 32s 5424 KB 23.63KB
== Controller
Authentication System 2025-07-24 16:15:49 5h33m 11s 572.71 KB 333.36 KB
2025-07-24 15:55:02 16m 585 203 K8 1021 KB
Behavior Flow Control
2025-07-24 13:08:24 1h 35m 365 452,93 KB 200,56 KB
Firewall
Advanced Showing 1-6 of 6 records Perpage 20~ Rows & ¢ [l > » 1 /iPages

application

Services

Log

Fig 1.2.7 Default Terminal Monitoring History Logs page
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@ RouteXOS 3.7.19.x64 Build202504141740 =

L. Monitoring > Terminal = IPv4 § cPU TEMP: 48°C EI#IECPU: 0.50% CJMEM:12% T TX:66.00B/s | RX:0.00B/s
=< Meonitoring
Terminal Details - DESKTOP-RS3NN3K (IP:192.168.0.10 ) X
System
3 Interface
Overview
e ~ ‘ Basic Information | Connection Details | Flow Details History Logs
Monitoring Terminal i
System Setup IPv4
Timestamp Uptime Tx Bytes Rx Bytes
Network IPv6
2025-07-28 17:22:54 10m 6s 37.79 KB 1.5 KB
Flow Control  Protocol 2025-07-28 12:34:26 4h 9m 345 11155 KB 55.07 kB
Access Policy 2025-07-28 12:18:10 14m 50s 24.37 KB 7.03 KB
Controller
= . 2025-07-25 17:56:28 1h 13m 32s 54.24 KB 23.63 KB
&%  Authentication  System
2025-07-24 16:15:49 5h33m 11s 572.71 KB 33336 KB
: Behavior Flow Control
2025-07-24 15:55:02 16m 58s 20.3 KB 10.21 KB
ﬁﬁi Firewall
2025-07-24 13:08:24 1h 35m 36s 452.93 KB 200.56 KB
= Advanced
application
Showing 1-7 of 7 records PerPage 20 ~  Rows & < > D 1 /1Pages

[u]wm]
(sF7]

Services

5?

Log

Fig 1.2.8 Terminal Monitoring History Logs page

3. Protocol

Protocol Monitoring shows Flow/Connections distribution for protocols like HTTP, video,
Game, Download, Transport, IM, Common, Test, Unknown, other with percentage and KB
or MB downloads.

For Protocol Monitoring, Click on Monitoring > Protocol

o O L 8L
@ RouteXOS 3.7.19 x64 Build202504141740 =

— . Manitoring > Protocol & CPUTEMP: 48°C D CPU:050% [J MEM:12% T TX:0.00B/s | RX:0.00B/s
= Monitoring
Protocol Monitoring
System

5 Interface
Overview

Monitoring Terminal
Flow / Connections distribution

System Setup Protocol Last 30 Minutes Clear Data Clean up application protocol data
f network connections
Network Policy 4
@ HTTP: 3238 KB(56.20%)
Flow Control System Video: 0 B(0.00%) 3
@B Game: 0 B(0.00%)
[F] Access Flow Control Download: 0 B(0.00%
Controller @ Download: 0 B(0.00%)
57 62 KB @B Transport: 0 B(0.00%) 2
&= Authentication N IM: 0 B(0.00%)
fotal Bytes @9 Common: 16.46 KB28.57%) 1
$ Behavior @B Others: 8.77 KB(15.23%)
Test: 0 B(0.00%) 0
fd  Firewall Unknown: 0 B(0.00% R P & P e &S
- (( o) £ \@_a & & ;,Q\ N & & & <8 o
7 R RS & (6} &
f) Advanced < A < S
application
o q
S
o ervices Protocol Flow
[“D Log Last 1Day v  all v

Fig 1.3.1 Protocol Monitoring flow/connections distribution default page
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@ RouteXOS 3.7.19 x64 Build202504141740

@ RouteXOS 3.7.19 x64 Build202504141740

B & &

System
Overview

Monitoring

System Setup

Network

Flow Control

Access
Controller

Authentication

Behavior

Firewall

Advanced
application

Services

Log

System
Overview

Monitoring

System Setup

Network

Flow Control

Access
Controller

Authentication

Behavior

Firewall

Advanced
application

Services

Log

Monitoring

Interface

Terminal

Protocol

Policy

System

Flow Control

Monitoring

Interface

Terminal

Protocol

Policy

System

Flow Control

Menitoring > Protocol

5 CPU TEMP: 49°C  =(J: CPU: 0.00% ) MEM: 12%

Monitoring > Protocol T TX:0.00B/s | RX: 0.00B/s

Protocol Monitoring

Flow / Connections distribution

Last 1 Day v Clear Data Clean up application protocol data
f network connections
4
@ HTTP: 38.75 KB(15.04%)
Video: 0 B(0.00%) 3

@B Game: 0 B(0.00%)

@8 Download: 0 B(0.00%)

@B Transport: 0 B(0.00%) 2
IM: 0 B(0.00%)

@ Common: 63.37 KB(24.59%) 1

@B Others: 155.53 KB(60.37%)
Test: 0 B(0.00%)

257.65KB

Total Bytes

@8 Unknown: 0 B(0.00%) ~<\<\Q & < & & & & & <& s
< & & & (o) &
o 2 o <
& ¢ ¢ N
Protocol Flow
Last 1 Day | all v

& CPUTEMP: 48°C ={3:CPU:0.00% C[J MEM:12% T TX:33.008B/s | RX:000B/s

Last 1 Day all ~

Tx Bytes
2.9kB

2.0KB
1000.08B

0.0B
12:25

13:22 15:03 16:09 1721 17:30
- Total

Rx Bytes

800.0B

600.0B

400.08

200.08

.0B
12:25 13:22 15:03 16:09 17:21 17:30

Fig 1.3.3 Default Protocol Monitoring Graphs default page
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@ RouteXOS 3.7.19 x64 Build202504141740

e Monitoring > Protocol § CPUTEMP:48°C =(3:CPU:0.25% CJ MEM:12% 7T TX:3300B/s | RX:0.00 Bfs
Monitoring <
e System
&d  Overview Interface Tx Bytes
7 500.0B
M Monitoring Terminal
400.0B
5.‘9:‘ System Setup Protocol
300.0B
Egﬁ Network Policy
200.0B
Flow Control ~ System
100.0B
Access Flow Control
== Controller 0.08
=] fr 16:39 16:41 16:43 16:45 16:47 1649 1651 16:53 16:55 16:57 16:59 17:01 17:03 17:05 17:07 17:09 1711 1713 1715 177 1719 17221 1723 17225 17:27 17:29 17:31 17:33 17:35 17:37
’}TJ Authentication
- Total
«—
Behavior
- Rx Bytes
) 800.0B
@ Firewall
Advanced
600.0B
application
8% Services 40008 /
Py Log
200,08 / //~\
| 2 ,
— | A AVAVAN

0B
16:39 16:41 16:43 16:45 16:47 16:49 16:51 16:53 16:55 16:57 16:59 17:01 17:03 17:05 17:07 17:09 1711 1713 1715 17:A7 1719 17:21 17:23 17:25 17:27 17:29 17:31 17:33 17:35 17:37

Fig 1.3.4 Protocol Monitoring Graphs for last 1 hour page

4. Policy

Network policy is a collection of rules that govern the behaviors of network devi ces. The
primary purpose of a network security policy is to inform users and staff the requirements
for protecting various assets. These assets take many forms, including passwords,
documents, or even servers. Strategy Monitoring for created policy for the entry of the
packets allowed or prohibited.

For Strategy Monitoring, Click on Monitoring > Policy

o ¢ 408

@ RouteXOS 3.7.19 x64 Build202504141740

o Monitoring > Policy 8 CPUTEMP:48°C =(:CPU:1.75% [JMEM:12% T TX:3300B/s | RX:0.00B/s
Monitoring
Strategy Menitoring
~  System
5% R Interface
#  menitoring lorueal v Select Auto Refresh /5s v (3

System Setup  Protocol

Network Policy Strategy name P Up speed (KB/s) Down rate (KB/s) Total Tx Total Rx

B

Flow Control ~ System

Access

~ Flow Control
Controller

Authentication

Behavior

1Y)

Firewall

Advanced
application

|

Services

Log

Fig 1.4.1 Default Policy Monitoring page
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5. System
System Monitoring shows performance load for 1hrs, 1day,7 days or 30 days with avg and

peak for CPU Usage, Memory Usage, Disk Usage, Online terminal with specific selection
options.

System Monitoring for Performance/Network Load, Click on Monitoring > System

o
@ RouasXOS 57.19 354 Build202504141740 o 4 o8
_ e Monitoring > System # CPUTEMP: 48°C L= CPU:0.00% [J MEM:12% T TX:0.008/s | RX:0.00Bfs
— Monitoering
System Monitoring
T Interface
verview
Monitoring Torminal Performance Load
Last 1 Day v all ~ @ avg | peak
System Setup  Protocol
12
Network. Policy
10 / -
Flow Control  [(System g s /
) |
Flow Control £ 6 |
g |
£ 1 /
/

Authentication

Behavior N
17:00 18:00 19:00 20:00 21:00 22:00 23:00 0:00 1:00 2:00 3:00 4:00 5:00 6:00 7.00 8:00 9:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00
Firewall
P — CPU Usage Memory Usage Disk Usage (i} Online Terminals
application
Services
Network Load
Log
600 00
500
300
g 400 i
B H
= 300 200 H
= 200 -
00 <
0
0 —o
1700 1800 1900 2000 2100 2200 2300 000 100 200 300 400 500 600 700 800 900 1000  11:00 1200 1300 1400 1500 1600
Maximurn Tx Rate Maximum Rx Rate Total Forwarded Packets

Fig 1.5.1 Default System Monitoring page

- S,

& CPUTEMP: 49°C PU:13.22% CJMEM:12% T TX:0.008/s | RX:0.008/s
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T Interface
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Fig 1.5.2 System Monitoring for 1hour page
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6. Flow Control

Flow control determines how resources in a network are allocated to packets traversing
the network. Displays the number of flow control frames received or transmitted on the
port.

For Flow Control Monitoring, Click on Monitoring > Flow Control

L —

_ e Monitoring = Flow Control 8 CPUTEMP:48°C 3 CPU:0.25% [JMEM:12% T TX:0008/ | RX:000B/s
< Monitoring

Flow Control Monitoring

Connection Number (Today) Connection Number (Vesterday) Connection Number (Last 7 Days)

Monitoring > Flow Control 8 CPUTEMP:49°C rCPU:124% IMEM:12% T TX:3300B/s | RX:0.00B/s

Flow Control Monitoring

Connection Number (Today) Connection Number (Yesterday) Connection Number (Last 7 Days)

B Services

Log

Fig 1.6.2 Flow Control page
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7. Switch Monitoring

Switch monitoring provides real -time insights into the status and performance of network

switches, displaying key metrics such as port activity, errors, and traffic s tatistics.

For Switch Monitoring, Click on Monitoring > Switch Monitoring

System
VY Overview

Mornitoring

o
Q¢ System Setup

Network

o

Flow Control

Access
Controller

)

Authentication

Behavior

&

Firewall

Advanced
application

&

[u]u)
(5P

Services

[

Log

Monitoring
Interface
Terminal
Protocol
Policy
System

Flow Control
Switch
Monitoring
Peripheral

equipment
monitoring

Monitoring > Switch Monitoring 8 CPUTEMP:53°C 3:CPU: 025% [ MEM:11% 7T TX:000B/s | RX:0.00 B/s

Switch Monitoring

all ~

Device Name status IP Address MAC Online Time Model

Help tips: Switch monitoring can monitor the status of the switches you add to the cloud platform SNMP, and help you understand the device operation of the intranet switch faster.
To enable this function, the route needs to be bound to Ayun. If your route is not bound to Ayun,Go to iQuick Cloud
If you have bound Ayun, Go to the cloud platform to add a switch

Fig 1.7.1 Default Switch Monitoring page

8. Peripheral equipment monitoring

Peripheral equipment monitoring tracks the status and performance of connected

devices, displaying key metrics such as activity, errors, and operational statistics.

For Flow Control Monitoring, Click on Monitoring > Peripheral equipment monitoring

System
Overview

Monitoring
o
&% System Setup
Network

Flow Control

Access
Controller

)

Authentication

Behavior

B 4r

Firewall

Advanced
application

|

[u]u)
D&

Services

g

Log

Monitoring

Interface

Terminal

Protocol

Policy

System

Flow Control

Switch
Monitoring

Peripheral
equipment
monitoring

Monitoring > Peripheral equipment monitoring & CPUTEMP:53°C =:CPU:0.25% [ MEM:11% T TX:0008/5 |

Peripheral equipment monitoring

all v

RX: 0.00 B/s

Device_name Status Device_type Device_address Last_offline_time Actions

Help tips: Go to the cloud platform ta add device peripheral monitoring function to support adding your network peripheral equipment, helping you to monitor and manage the operation of
peripheral equipment more conveniently.

Fig 1.8.1 Default Flow Control page
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SYSTEM SETUP

System Setup allows you to configure various services and system setting and consist of
following options

Basic Setting: Basic Settings shows System Information like device name, Network mode,
Time Settings for System Time along with Time Zone, Time Setting.

Disk management: Each hard disk can support up to 8 pa rtitions, and the system disk can
be divided into 4 additional partitions and External hard disks must be formatted or
partitioned after binding services, otherwise related services will use system disk space by
default. Disk partitions support bundled fun ctional services including ordinary storage,
behavior records, Cache Service (partition size 10G and above)

Cloud Account: Cloud service allows to manage the Gateway from anywhere. You can view
and manage your devices, such as check the running status, mod ify the configuration, and
set the authentication for captive portal.

Advanced Settings: Allows or disallow FTP, TFTP, SIP, H323 ALG setting.

Administration: Can add, delete or modify user account and allow Remote Access Control
for telnet and web access.

Upgrading: Displays the current configuration version of the Gateway and allows Automatic
or manual Updates. Backup the current configuration, Upload the backup configuration
and Restore default configuration. It can also make device to restore to Factory reset.

Reboot: Reboot at Schedule date and time with daily or user specified time.

1. Basic Setting

Basic Settings is for setting System Information like device name, Network mode, Time
Settings for System Time along with Time Zone, Time Setting. Device name is name given
to device to be displayed on system Overview page for easy identification of Gateway.

To configure and view basic setting click on System Setup > Basic Setting
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System Setup > Basic Setting B CPUTEMP: 49°C MEM:12% T TX:3300B/s | RX:0008/s
System Setup
Basic Settings
Basic Setting
Monitoring Hot Standby System Information
System Sety £
e P management
Device Name: Router -
Network Cloud Account
Network Mod; Symmetric NAT ~
Flow Control  Advanced
+ Link Model: Main Model ~
Access
Controller
Authentication  Upgrading Help Tip: Network mode: support symmetric NAT, Full Cone NAT and Transparent Mode.

NAT: Symmetric NAT (network address translation), tF e device

Il NAT (net

e most secure of the NAT types, is also the default mode
e of N
forwarding, directly to the network network IP do not do camouflage transmission to the out

rlc addres: ion), a less secure s not recommended to turn it on.

n:

Behavior Reboot ic generally used in special needs scenari

rent Mode: All data without NA twork, applicable to the network IP work address.

Link Model: The deployment mode of the current device can be selected according to the depl t environment.

Firewall
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icati Time Settings

System Time: 2025-07-28 20:31:32

Time Zone: (GMT +8:00) Beijing, Perth, Singapore, Hong Keng

Configuration: Built-in NTP server  Manual canfiguration

NTP server: Default v
Synchronization interval: | 60 minute
NTP service: Open
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Fig 2.1.1 Default Basic setting page

L OO
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System Setup > Basic Setting & cPU TEMP: 48°C
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Network Mode: Symmetric NAT ~
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Full NAT: Full NAT (network address

Bohavior Reboot anslation), a less secure type of NAT, is generally used in special needs scenarios. It is not recommended to tun it on.

nsparent Mode: All data without NAT r network, applicable to the network IP are public
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orwarding, directly to the network network IP do not do camouflage transmission to the ou

Link Model: The deployment mode of the current device can be selected according to the nt environment.

Firewall

Advanced
appl Time Settings

Services
fis) System Time: 2025-07-28 20:31:32

Time Zone: (GMT +/

:00) Beijing, Perth, Singapore, Hong Kang

Built-in NTP server  Manual configuration

Configuration:

NTP server: Default hd
Synchronization interval: | 60 minute [
NTP service: Open

=
Fig 2.1.2 Basic setting for changing device name page
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<~ O A Notsecure | 192.168.0.1/#/system-overview a © v S :' ',b

e RouteXOS 3.7.19 x64 Build202504141740
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Fig 2.1.3 XYZ Device name page

Network Mode: Network mode is used to configure Network Address Tr anslation (NAT). Itis
designed for IP address conservation. It enables private IP networks that use unregistered
IP addresses to connect to the Internet. NAT (Network Address Translation) is the
translation between private IP and public IP, which allows p rivate network users to visit the
public network using private IP addresses. With the explosion of the Internet, the number of
available IP addresses is not enough. NAT provides a way to allow multiple private hosts to
access the public network with one pu blic IP at the same time, which alleviates the
shortage of IP addresses. Furthermore, NAT strengthens the LAN (Local Area Network)
security of the network since the address of LAN host never appears on the Internet. In this
Gateway support symmetric NAT, Full Cone NAT and Transparent Mode NAT. Symmetric
NAT is the most secure of the NAT types, is also the default mode of the device. Full NAT, a
less secure type of NAT, is generally used in special needs scenarios. It is not
recommended to turn it on. In tra nsparent Mode all data without NAT forwarding, directly

to the network IP do not do camouflage transmission to the outer network, applicable to

the network IP are public network address.
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System y .
e Basic Setting
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Disk
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Advanced

e
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Access
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Controller
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Behavior Reboot

System Setup > Basic Setting

System Information

Device Name: COMMANDO
Network Mode: Symmetric NAT v
Link Model: Main Model v

Help Tip: Network mode: support symmetric NAT, Full Cone NAT and Transparent Mode.

§ cPU TEMP: 48°C

PU:0.00% CJ MEM: 12% 7 TX:0.00 B/s

Symmetric NAT: Symmetric NAT (network address translation), the most secure of the NAT types, is also the default mode of the device

Full NAT: Full NAT (network address translation), a less secure type of NAT, is generally used in special needs scenarios. It is not recommended to turn it on.
Transparent Mode: All data without NAT forwarding, directly to the network network IP do not do camouflage transmission to the outer network, applicable to the
network IP are public network address.
Link Model: The deployment mode of the current device can be selected according to the deployment environment.

System Setup > Basic Setting

System Information

Device Name:

COMMANDO

Network Mode:

Transparent Mode v

Internet access locally:

Link Model:

Use lan1 address as egress IP

Main Model v

Help Tip: Network mode: support symmetric NAT, Full Cone NAT and Transparent Mode.
Symmetric NAT: Symmetric NAT (network address translation), the most secure of the NAT types, is also the default mode of the device
Full NAT: Full NAT (network address translation), a less secure type of NAT, is generally used in special needs scenarios. It is not recommended to turn it on.

£ CPU TEMP: 48°C

CPU:0.50% ) MEM: 12% T TX:0.00 B/s

Transparent Mode: All data without NAT forwarding, directly to the network network IP do not do camouflage transmission to the outer network, applicable to the
network IP are public network address.
Link Model: The deployment mode of the current device can be selected according to the deployment environment.

System Setup > Basic Setting

System Information

Device Name: COMMANDO
Network Mode Full Cone NAT ~ F
Link Model: Main Model v

Help Tip: Network mode: support symmetric NAT, Full Cone NAT and Transparent Mode.
Symmetric NAT: Symmetric NAT (network address translation), the most secure of the NAT types, is also the default mode of the device
Full NAT: Full NAT (network address translation), a less secure type of NAT, is generally used in special needs scenarios. It is not recommended to turn it on.

8 cpu TEMP: 40°C

CPU:0.00% [ MEM: 12% 7 TX:0.00 B/s

Transparent Mode: All data without NAT forwarding, directly to the network network IP do not do camouflage transmission to the outer network, applicable to the
network IP are public network address.

Link Model: The deployment mode of the current device can be selected according to the deployment environment.

Fig 2.1.6 Changing network mode Symmetric mode to Full Clone NAT Page

~

v

v

RX: 0.00 B/s

RX: 0.00 Bfs

RX: 0.00 B/s

Link Model: The deployment mode of the current device can be selected according to the

deployment environment. The device supports Main Model, Side Model, and SD-WAN

Bridge modes, each designed for different networking scenarios.
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1 Main Model serves as the primary link for network traffic, acting as the core connection
point to the external network. It is typically used in stan dard deployments where the
device handles all incoming and outgoing traffic.

1 Side Model functions as a supplementary connection, often used for load balancing or
backup purposes, ensuring network redundancy and stability.

1 SD-WAN Bridge mode enables seamless integration into a software -defined WAN
environment, allowing for optimized traffic routing, enhanced security, and improved
network performance across multiple WAN links.

Selecting the appropriate link model ensures efficient network operation and align s with
the deployment requirements of the organization.
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Full NAT: Full NAT (network address translation), a |
Authentication  Upgrading & Transparent Mode: All data without NAT forwarding,
network IP are public network address.
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ctly to the network network IP do not do camouflage transmission to the outer network, applicable to the

Behavior Reboot Link Model: The deployment mode of the current device can be selected according to the deployment environment.
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Fig 2.1.7 Default Link Model as Main Model page
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System Setup

g—— System Information

D e Basic Setting

Monitoring Hot Standby

Device Name: COMMANDO
% System Setwp S\ias iagemem : Network Mode Symmetric NAT v
e Cloudaceoit Link Model: Side Model ~
{| Flow Control ::;Ia,:gcfd ¥ Listening interface: lan1 v
Administration Internet interface wan1 ~ |

27| Authentication ~ Upgrading

Help Tip: Network mode: support symmetric NAT, Full Cone NAT and Transparent Mode.
5>  Behavior Reboot Symmetric NAT: Symmetric NAT (network address translation), the most secure of the NAT types, is also the default mode of the device
Full NAT: Full NAT (network address translation), a less secure type of NAT, is generally used in special needs scenarios. It is not recommended to turn it on.

Firewall Transparent Mode: All data without NAT forwarding, directly to the network network IP do not do camouflage transmission to the outer network, applicable to the
network IP are public network address.
Advanced Link Model: The deployment mode of the current device can be selected according to the deployment environment.

7 application

Fig 2.1.8 Changing Link Model as Side Model page
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Controller Symmetric NAT: Symmetric NAT (network address translation), the most secure of the NAT types, is also the default mode of the device

Full NAT: Full NAT (network address translation), a less secure type of NAT, is generally used in special needs scenarios. It is not recommended to turn it on

&

Authentication  Upgrading Transparent Mode: All data without NAT forwarding, directly to the network network IP do not do camouflage transmission to the outer network, applicable to the
network IP are public network address

Behavior Reboot Link Model: The deployment mode of the current device can be selected according to the deployment environment.

&)

Fig 2.1.9 Changing Link Model as SD-WAN bridge page

Time setting: System Time is the time displayed while the Gateway is running. On this page
you can configure the system time and the settings here will be used for other time -based
functions like Access Rule, PPPoE and Logs.

In time setting you can set System Time, Time Zone, Set Time Automatically and with help
of NTP service. System Time displays the current date and time of the Gateway. Time
Zone displays the current time zone of the Gateway. You can configure the time zon e
and NTP Server. The Gateway will get GMT automatically if it has connected to a NTP
Server. Manual time can also be set by feeding date and time manually.

Synchronize with PCTS Clock is best and reco
clock is utilized for setting time.

To configure Time Settings, click on System Setup > Basic Setting go to Time Settings.

(v ] _ o o 8 &
RouteXOS 3.7.19 x64 Build202504141740
— System Setup > Basic Setting & CPU TEMP: 48°C D CPU:0.50% () MEM: 12% T TX:0.00B/s J RX:0.00B/s
=3 System Setup Help Tip: Network mode: support symmetric NAT, Full Cone NAT and Transparent Mode.
Symmetric NAT: Symmetric NAT (network address translation), the most secure of the NAT types, is also the default mode of the device
(:lj Syﬂe"_‘ Basic Setting Full NAT: Full NAT (network address translation), a less secure type of NAT, is generally used in special needs scenarios. It is not
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Fig 2.1.10 Time Settings with Sync time now option page

Fig 2.1.11 Time Settings with NTP service and changing Time zone page

2. Disk management

Gateway can operate as a file server for storage devices that are connected via USB or
Hard disk. Your home network's LAN devices can share the storage device as a mapped
network drive. The web -based management provides disk management utilities such as
fdisk for partitioning the drive as a physical disk or logical disk, as well as format utilities
for formatting the partitions.

The Gateway supports up to 8 zoning quantity. To access to this page click on System
Setup > Disk management > Disk par tition
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